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Monday thru Friday

8am – 12pm; 

1pm – 5pmwi

	One of the easiest ways to break into your computer is to have a weak or blank password. You may not think that your computer or the information stored on it is valuable to anyone else. However, the access your LMC computer has to the network is greatly valued by hackers. If your computer is compromised, it can be used to attack other computers on campus and around the world. 
Setting Your Computer Password

· Never share your password with anyone.

If someone has your password (especially your LMC password) he or she can act on your behalf without your knowledge. This includes reading and sending email, accessing restricted resources, accessing class/grade information and using our remote access server. You are responsible for everything done with your account or done from your computer. 

· Never write down your password. 

Often people will write down their passwords on a post-it note and store it by their computer or in a desk drawer. This is the easiest way to gain access to your computer. If you must write it down, place it in a locked drawer or cabinet or write down a clue, not the actual password. 

· Your password changes periodically. 

Passwords must be changed every 90 days. This makes it less likely that it will be discovered.

Creating a Strong Password

· Your password should be at least 7 characters long. The longer the better. 

· Passwords should contain at least one alpha character (a-z). 

· Passwords should contain at least one non-alpha character (like a number or symbol). 

· Do not choose passwords that contain personal information like your name, your spouse's name, your children's names or pet's names, etc. 

· Do not choose a word that is in the dictionary. These are the easiest to crack. 

· Try using a "pass phrase". For example, Hpatp0a = "Harry Potter and The Prisoner of Azkaban".
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